[bookmark: _Toc110951102][bookmark: _Toc316033207]How to generate an access keys
In order to authenticate the user to the server QUIK you need to create personal access keys. Unzip the sent archive to any convenient place. Run the KeyGen.exe file. When you create the keys it is recommended to use a floppy disk or other removable media, such as flash card. 
«Step 1». The first step of creating a key is selecting file names for the secret and public parts of the key to be created, name of its owner and password to protect the key’s secret part.
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Fill in the name for a secret key – name of directory of file with user’s secret key.
Fill in the name for a public key – name of directory of file with user’s public key.
Key owner’s name – user name in QUIK system.
Password for protection the key – password for protection of the secret key requested when connecting to QUIK Server. The password may consist of any characters, the minimum password length is 5 symbols.
Click Next to proceed to the following step. Use button Cancel to interrupt creating keys.


«Step 2». Confirm the password on the second step by typing it once more. When typing the password pay attention to the selected language and the font case in order to avoid the wrong password entered when connecting to the server.
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«Step 3» and «Step 4» are skipped.
«Step 5» The fifth step provides to check the correctness of the entered parameters. For this purpose, summary information on the selected parameters is displayed in the output field. Check  the correctness of all entered parameters and start the generation of keys by pressing Finish button. If necessary to edit settings, go back to the previous steps by clicking the Back button.
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[bookmark: _GoBack]Two files pubring.txk and secring.txk appear in the directory when the process of keys creation is finished. The first file contains public keys of server user. The second one is the secret part of  user’s key.
The file pubring.txk need to send to your broker for registration in QUIK system.
Remember and observe the following safety rules:
· Keep the keys in a secure place, do not transfer it and do not give the password to third parties,
· If you suspect that your keys are being disclosed, immediately inform the broker about it. Please create and register the new access key.
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